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Job Overview 
 
DLZP Group is looking for a Network Administrator with F5 experience with multiple F5 solutions 

in an enterprise environment. Must have experience in data networking, working with 

application development and security teams and communicating effectively with various 

departments and technical skill sets within an organization. You will be a part of a dynamic 

team responsible for designing, building, testing, and implementing enhancements to the 

system. 

 

Responsibilities  

• Serve as a subject matter expert in supporting F5 load balancers with Big-IP LTM, DNS, 

AFM, APM and ASM 

• Troubleshoot network problems, network device configurations and coordinate with 

various department administrators to facilitate connectivity issue resolution 

• Design technical solutions 

• Participate in the development and support of customer technical requirements 

• Champion a collaborative, team-based environment, sharing standard methodologies 

and success and building positive relationships 

• System administrator skills with UNIX, Microsoft or application knowledge 

• Proven grasp of LAN and WAN networking protocols and technologies, including 

switching, routing, and security (e.g., Layer 4-7, firewall, DDoS, etc) 

• Industry and F5 Networks-targeted technologies i.e. Application Delivery Control, 

Application Access Control, SSL intercept/inspection, and Web Application Firewall 

Security. 

• Various scripting and programming languages and operating systems (tcl, python, 

Assembly, C, Javascript, Node.js, Linux OS, etc.) 

Qualifications  

• Experienced Network Administrator with a minimum of 5 years F5 experience. 

• F5 Certified Technology Specialist or F5 Certified Solution Expert 

• Significant experience with supporting and maintaining F5 Big-IP load balancers to 

include set-up, maintenance, upgrades and replacement of the latest generation of 

F5s 

• Extensive experience with Big-IP LTM and ASM modules in a large shared environment 

• Demonstrate an ability to craft and understand iRules 

• Experience with TCPDump, Wireshark and analyzing network traffic 

• Demonstrate a solid understanding of the OSI and TCP/IP network models and provide 

examples 

• Experience working in a large SDLC environment 

• Experience analyzing security impacts and risks to websites, explain crafting ASM 

policies with examples. 

• Experience in custom SSL, ciphers, and LTM traffic performance optimization 

• Experience with supporting and maintaining wireless networks 

• Intermediate knowledge of networking and systems administration; and the ability to 

troubleshoot problems 

• Experience deploying, managing, and troubleshooting network systems, switching, and 

routing protocol standards such as: TCP/IP, MPLS, OSPF, BGP, SDN, and 802.1x. 
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• Experience with network security, including firewall, IDS/IPS, VPN, and vulnerability 

remediation 

• Excellent attention to detail 

• Excellent communications skills and ability to interact with clients 

Must be a U.S. Citizen and U.S. based. 

 

 

To Apply:  
Please send your resume to Resume@dlzpgroup.com. 


